Frequently Asked Questions in relation to the APCS Data Breach

What has happened?
We have been notified that one of our suppliers Access Personal Checking Services Ltd (APCS) has
been subject to a significant data breach.

ACPS carries out Data and Barring Services (DBS) checks on behalf of many organisations, including
the Church in Wales.

The Data Regulator (The ICO) is now conducting an investigation into the data breach which involves
many different organisations including the Church in Wales, the Church of England and thousands of
other organisations.

It will take some time for the investigation to be complete but the primary information to understand
right now is as follows.

- If You are affected by the breach you will be contacted individually by the Church
- The Church in Wales systems are secure and have not been breached
- The data breach occurred in a third party IT Company

- The Church is managing the situation and providing electronic credit monitoring
services for our people who are affected.

The following information should answer most of your immediate queries

Who are APCS and what do they do?

APCS specialise in processing disclosures for individuals and small business owners, large public and
private sector companies, organisations, and recruitment agencies. They have thousands of clients
in addition to the Church in Wales.

When did this happen?

APCS have stated that their external software supplier, a Company called Intradev Limited, notified
them on 17 August 2025 that their system had been compromised between the 31 July 2025 and 15
August 2025, and certain files containing personal details were copied.

APCS were provided with copies of the compromised data on Monday 18 August. APCS’ own network
and servers were not compromised. From initial assessments made by APCS, the data that is affected

is from 1 December 2024 to 9 May 2025.

Due to the number of organisations involved in the breach APCS had a large task to gather the
information for each client and supply them with it, so they could inform their affected personnel.

The Church in Wales received our own list on a spreadsheet with all the relevant contact details on
Wednesday 3™ September 2025.

Who has been affected?



The breach has affected clergy, lay ministers, volunteers, and staff. This breach has impacted people
across the Church who have been subject to a DBS check between 15t December 2024 and 9" May
2025.

Am lincluded in the Breach?
If you are included in the data which has been breached you will have received an email from
the Chief Executive of the Representative Body on Wednesday 3" September 2025.

How confident are we that only those notified have been affected?

APCS have said that the breach only affects those individuals who were subject to a DBS check
between the 1 December 2024 to 9 May 2025, but this is a moving situation, and we will keep you
updated as we receive more information.

Have other organisations outside of the Church in Wales been affected?
Yes. APCS provides Data and Barring Services (DBS) to many thousands of organisations. This breach
also impacts those organisations.

What personal information has been leaked?
We understand that the breach may have affected some or all the following information:

e Name, phone number, date of birth, email address, address, place of birth, National
Insurance number, passport number, driving licence number.

It does not include:
e Maedical information, information on any disclosures, information about your protected
characteristics e.g., ethnicity, disability, sexual orientation, marital status.

The information that was accessed was in text format only. No documents, images, passwords,
or financial details were affected.

What is the Church Doing about it
The Representative Body for the Church in Wales has contacted each individual affected by the
data breach within the Church in Wales either by email or letter to explain the situation.

A credit monitoring service has been arranged for each individual for 12 months which is provided
by Equifax, one of the three largest credit agencies in the World.

We are monitoring the investigation which is being conducted by the data Regulator (The ICO) and
we will update the Website with additional information as we get it.

What can | do to protect myself from the effects of the breach?
We are encouraging all colleagues who are potentially affected by this to sign up to the Equifax service.

The Equifax service, provided for 12 months, will help you to keep an eye out for any changes that
suggest someone is using your data improperly — for instance, you will get an alert if someone sets up
a new credit agreement.



In addition, you should look out for any unwanted calls, emails or contact to you directly, including
monitoring your bank account. You might find it helpful to talk to your bank now to let them know of
the situation. Some are able to put in place additional identification verification checks for
making/setting up payments, to help keep your money safe.

Why should we use Equifax Protect - They want my data

Although we understand your concerns, about providing your personal details immediately after your
details have been hacked, we have chosen Equifax Protect because it comes from one of the three
largest Credit monitoring organisations in the World.

As part of the Equifax Protect product, there is something called 'web detect' The individual can
upload a certain amount of credit cards, debit cards, bank accounts etc for monitoring on the dark
web, to see if their details are being traded Online.

Dark Web monitoring is an optional part of the service for Equifax Protect clients, no details have to
be given but dark web monitoring is a valuable service.

In essence any data you provide e.g. bank details, NI Number etc will be monitored by Equifax to see
if they are being mentioned as trades on the dark web. In that way, you can see whether your details
are ‘in play’ and act accordingly. i.e. change passwords, have new cards sent by the bank etc.

More details of this part of the service are available on the Equifax website at Equifax Protect — Start
protecting your identity now

If your question is not answered above please contact our Data Manager Mr Robert Linford by
email on dataprotection@churchinwales.org.uk


https://www.equifax.co.uk/protect.html
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